McAfee Enterprise Mobility Management '@ McAfee
Securing Mobile Applications

An overview for MEEC
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IT’s Challenge with Mobile Devices
Web 2.0, Apps 2.0, Mobility 2.0 W McAfee

More than half of all
users don’t lock their
devices

Threats Are 60,000
New Pieces of
Malware/day

80% of IT Users
Concerned about

Mobile Devices Device Data Loss

Predicted to be New
Malware Frontier
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Requirements for Secure Application Enablement WA IAERS
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Required:
» Security Policy Management
» Self-Service Provisioning

 Enterprise App Management

- Data Protection
- Compliance
« Authentication
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Empowering Enterprise Mobility W McAfee
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—Manages native security settings
— Enforces device compliance
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The Right Life Cycle for Mobile Device Management M3

Enterprise Application Management Provisioning

Make apps available in a secure, role-based
way. Offer apps for download, links to third-
party app stores, and web links.

Define security policies, network connectivity,
and resources; users self-service provision for
automatic device personalization.

Application

Management }
IT Operations Support

Visualize and manage devices ‘ -

centrally through McAfee ePO
integration.

Provisioning

Security and Authentication
Enable devices to strongly
authenticate against Microsoft CA.
Supports two-factor authentication.

IT Operations | Security &
Support e O Authentication

Compliance Policy Policy Management
Compliance Management Remotely perform helpdesk tasks
Automatically check devices prior to and push security policies and
network access. configuration updates over-the-air.

7 July 12, 2011



Self-Service Provisioning for iPhone

Go to the
App Store

optional

SELF SERVICE PORTAL

EL {
| accept the following agreement:
of

This device is the property of the Trust Digital,
Inc. By accepting this agreement you agree to
adhere to all applicable corporate policies

Enter Your Email Agree to

Credentials Corporate Policy

Easy, Secure, Automated

W McAfee

=2’ Encrypted Profile Service
3 ?‘ URL: hitps://emm.mcafee.com/EM

IT Services are
Auto-Provisioned
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Self-Service Provisioning for Android
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Accept | User Agreement | Reject

You are connecting to a restricted network, available
only to authorized users. By clicking "Accept”, you
agree that you have been expressly authorized to access
this network and the resources it provides. You further
agree to the terms and conditions set forth in the
"Acceptable Use Policy™ as defined and made available

W McAfee

to authorized users. Violation of these guidelines
constitutes unacceptable use of computing and
network resources, and may violate state and federal
laws which will be fully prosecuted by appropriate state

R,

Email Gallery  McAfee EMM Messaging

:

and federal law enforcement agencies.

A

Go to the Enter Your Email Agree to IT Services are
Marketplace Credentials Corporate Policy Auto-Provisioned

Easy, Secure, Automated
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Industry Standard PKI for Strong Authentication U McAfee

Industry-Standard Security:
Microsoft Certificate Authority Benefits:

* Industry-standard security

« Strong authentication for secure
access to communications
services such as Wi-Fi and VPN

 Strong authentication for secure
push email and other applications

» Single sign on for enhanced user
experience

* No impact on battery life
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Enterprise Application Store

« Recommend and make
applications securely
available based on
group, role, or device
type.

— Custom corporate
applications

— Third-party
applications (Apple
App Store or Android
Marketplace)

— Webclips

« Device application
iInventory, audit, and
policy management
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;J Package Editor 3‘5 Package Targets

Name: iPhone Package

Description: This package contains iPhone files

-

File Name Version Description File Type File Size
findme.ipa 1.0 com.trustdigital.com Enterprise Application 249931
AB AB http://itunes.apple.com/us/app/angry-birds/id343200656?mt8 App Store Application 0

Barca News Barca News http://itunes.apple.com/us/app/barcelona-news/id329937374?mt8 App Store Application 0
findme.ipa 1.0 com.trustdigital.com Enterprise Application 249931
AR e 7rds/id3432006562?mt3 App Store Application 0

Ba Lk 5“! F'!:La;‘ 777 7 PP . 2Sia-news/id3299373747mt8 App Store Application 0

log Third Party 574074
In File Type: | App Store Application - | Third Party 1679

drz Third Party 15421420

Application Name: | {

Application Link

\ |

lcon Path: L)

] Save w4 Add File 3 Remove File

-
~-_ findme 5
AB2 3
AB2 asator.tdswdev.com would
like to install “findme”
n Barcelona News »
Bazcelona tw Cancel Install




Centralized Visibility and Control with ePO W McAfee
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Centralized Visibility and Control with ePO W McAfee

Owverall System Status
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Managed

Rogue 8,756
Exceptions 6,904
Inactive 1,720

What we don't
manage is where
compliance status is
unknown

Add Subnet Import/Export Exceptions

Detected System Interfaces by Subnet
Computer Name IP Address Last Detected Time
3700 192.168.1.1 12/13/10 2:
DLINKNAS 192.1 . 1 13/10 2:3(
BRNOOIMFC7440N0O

Rogue iPad




Centralized Visibility and Control with ePO W McAfee

Sunaar St wers Dwiiam Bl

MM : Compliance Status

Bringing all
endpoints into
compliance status

view is critical to
assessing risk and
prioritizing actions

0S Platform A Organization Name

NETGEAR
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McAfee WaveSecure for User Device Management WAV
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All Part of McAfee Security Connected

Security Management

Policy Management Vulnerability Management
Security Reporting Risk Management
Mobile Management Compliance

Network Security =

Next Generation Firewall
Network Intrusion Prevention
NAC Gateway

Network User Behavior Analysis

Network Threat Behavior Analysis \ /
Network Threat Response
&

A2
L THREAT INTEL

Content Security

Email Gateway

Web Gateway

Data Loss Prevention
Encryption

Mac, UNIX/Linux AV Anti-Virus & Anti-Spyware Desktop Firewall
Virtual Desktop Host Intrusion Prevention Device Control
Virtual Server Endpoint Encryption Policy Auditing
Mobile Devices Application Whitelisting NAC Endpoint

Email Server AV & Anti-Spam
SharePoint Protection
Website Reputation
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Security Solutions for Consumerization of IT W McAfee

Consumerization of IT

Laptops and Desktops Virtualized Desktops
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McAfee MNAC McAfee
Suites, Encryptlon MOVE VDI
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Web Applications & DLP: McAfee Firewall / Web Appliance / Network DLP

Security Infrastructure: McAfee ePO, Endpoint, Network, Content, Compliance Portfolio
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