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Agenda

® System Center Overview
O Not just for servers...

® Benefits of System Center outside the Datacenter

O Configuration Management of Devices (covered in previous
session)

O Data Protection of locally stored PC data
O Monitoring/Reporting on the Health of PC’s
O Helpdesk Management

® Resources
® Q&A
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Integrated Client Management Suite
Drive Simplification of Management Through Standardization

Suite Licensing Lowers Ca
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Configuration Manager 2012

Empower Users

Empower people to be
productive from anywhere on
whatever device they choose

» Device freedom

» Optimized, personalized
application experience

» Application self-service

Unify Infrastructure

-
'

Reduce costs by unifying IT
management infrastructure

o®

Mobile, physical, and virtual
management

Security & compliance
Integrated Service
management

Simplify Administration

Improve IT effectiveness and
efficiency

Comprehensive client
management capabilities
Improved administrator
effectiveness

Reduced infrastructure
complexity



Microsoft®

System Center
Data Protection Manager 2010

- Online Snapshots (up to 512)

-~
Active Directory® Disk-based
Recovery

Exchange Server t l

System State

Microman”
SharePoint m_
Products and Technologies
) Every 15 minutes
Microsoft
Dynamics L
Virtual Server 2005 rz
Micrasoft Hyper-V Server :
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'H Windows Server

Hyper-V©
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file services - Windows

Data Protection Manager

Disaster Recovery
with offsite replication & tape

Tape-based
Backup




Data backup - Current

Copy to servers
backed up by IT

End user

Do your own
backups

Limited/no IT involvement
Tax for end users
Policies are difficult to enforce



Requirements for Laptop Data Backup







Client protection/ recovery — Back-Up Policy

When you want to protect the data?
What data you want to protect?
«. How long you want to retain the
How often you
been backed up to DPM?

Server Admin



Client protection/ recovery — pisconnected s Connected
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Client protection/ recovery — pisconnected s Connected

Backup Policy
8:00 AM - 12:00 AM - 6:00 PM
I ~tect "My Documents”
n Data for — 30 Days
rolicy — 14 Days

8:00 AM )
Time to take a backup &

Restore Yesterday's Data
Restore Last Month’s Data




Client protection/ recovery

While
Traveling on
Plane

Traveling At .
On Site Office W)
Meeting

Back At
Corporate
Office

Counter Reset After
Successful Backup



Intuitive End User Interface

Data Protection Manager Client

- Data protected: 0.10 MB
w 3 files, 1 folders

Last sync: 31 minute(s) ago
Automatically every 4 hrs

Most recent recovery poir

Open DPM Client
Recover data
Help

® Easy monitoring of backups

® Quick access to common
information and features



Customizability

f¢] Data Protection Manager Client

Protected items T Recovery |

Size of data protected: 0.10 MB (3files, 1 fol

'( FE
ko) Data Protection Manager Client

Summa[y Protected ltems , RECOVQD"

Cument status: Idle
Last synchronization attempt: /872010
Last successful synchronization:

Synchronization schedule: Every 4 h

What happens when | synchronize my data?

Select the folders you want to back up.

1) The folders in bold are managed by your backup administrator according
to your Company Protection Policy.

—-[ 1 Users
: | Administrator

D
AppData
Contacts
Desktop

v | Documents
Downloads

Recovery point schedule:

Latest recovery point on DPM server: 6ho

What is a recovery point?

Favorites
Links

Music

Pictures
Saved Games
Searches

4+ tracinn

Size of data selected:

[

f
\

[

| Calculate

Cancel

| |

Help




End User Restore

1. Local Restore when not connected

2. Network restore when connected

End user

3. Remote restore for new laptop

DPM server




estore to a New Laptop (from DPM)

Data Protection Manager Client

Data protected: 0.10 MB @ Data Protection Manager Cliemt
3files. 1 folders

Last sync: 58 minute(s) ago Surmmary | Pro
Automatically every 4 hrs
your data ime: i ich computer
thie name of th ) xr an to which it

Most recent recovery point: 6 hour(s) information

Sync now arch for recoverny poirts on: oft.com | % |
Open DPM Client

Recover data




System Center Operations Manager

Delivers end-to-end service management of applications and IT services running across your datacenter fabric;
providing you greater insight and control into the health and performance of your Microsoft, UNIX and Linux

servers, and their workloads..

End to End Datacenter Service Management B Microsoft:

- Proactive management of IT services a%.b Sy5tem Center

. Delivers best practice driven alerting, service level monitoring, and | - _.eratlons Manager 2007 R2
reporting - N

e

Best of Breed for Windows and Beyond

- Integrated monitoring across Windows, UNIX & Linux servers and
workloads

- Expertise for over 100 Microsoft and non-Microsoft applications,
servers, and clients

Increased Efficiency and Control
- Automates routine and time consuming tasks
- Provides intelligent monitoring of your environment

| o

“System Center Operations Manager 2007 R2 gives us an application health viev
us to more quickly identify root cause and address incidents before our customers
- John Taylor, IT Manager and Systems Architect, Systems Monitoring and Mané

JOHNS HOPKINS




Lack of Awareness of End-User Problems

Unreported issues drive productivity and satisfaction down and costs up
E—— S ———

Productivity/Cost Implications

e Productivity losses

Potential data loss

No IT awareness

Root problem not fixed

Desktop
Crash!

>90%(L) REPOOL:

]
Mosit cornnorn gne-ussr oanzvior Y
]

All costs above and ...
RESPIVE e Help desk FTE cost

Cal | eI P ADESK: Known error fisldsd befors e Additional productivity loss in time
<10%D Faw nelo desks squinged with helpdesk

to rasolve

All costs above ..
c e One-off escalations often low
Jeskion Admin liksly priority
soe <5% of erashes e Little ability to track problems from
changes (i.e., patch, new app)

(1) CER TAP participant interviews; MS Help desk qualitative discussions



Flexible Approach
Scales to meet diverse needs for entire Enterprise

Agentless Exception Monitoring

No agent deployment required

Integrates with Windows Error Reporting (Watson)
Visibility to and resolution knowledge for client crashes

Entire Enterprise space

Collective Client Monitoring

Reporting and alerting on collections of clients

Proactive monitoring of errors, utilization, performance and reliability
Remote diagnostic and troubleshooting tasks

Agent managed

Medium scale within Enterprise

Business Critical Client Monitoring

Deeper monitoring and alerting on individual clients
Verified availability via heartbeat

Host for user perspective transactions

Optional: security auditing capabilities

Small scale within Enterperise



Agentless Exception Monitoring oo

® Enables collection, viewing and reporting of application a&
operating system crashes

® Acquiring, viewing and editing knowledge response

® | everages Watson and Windows Error reporting clients
® Allows Enterprises to manage flow of crash information
® Aggregates Error data for reporting

® Scales to the entire Enterprise



AEM — Collection




AEM Knowledge Resolution oo

® Control Error forwarding of Error reports
O Basic
O Detalled

Microsoft provides knowledge response for forwarded Error reports
Filtering of forwarded Error report data

Control privacy for diagnostic data gathering

Provide help desk response options for crashes

Specify a “self help” link to display to end users for a crash



AEM - Knowledge resolution




Report - Top N Applications

AEM TopN Application crashes

Report Generated: 7/26/2006 4:30 PM

Start/End date and time: From 7/1/2006 5:08 PM to 7/7/2006 5:08 PM
Object(s): 2 Objects included in this report

TopN Errors: 5

Cost per Crash $ 100

Topl — 10 Errors

100 —

e
-

Microsoft.MOM.UI.Console.exe 6.0.3093.0 Microsoft

Microsoft. ACME.UI.Console.exe 6.0.3094.0

ﬁ Reports: TopN error groups

-
28 Views: AEM Application State view AEM Error Group State View




Report -Top Errors

AEM TopN Errors report

Report Generated: 7/26/2006 4:30 PM

Start/End date and time: From 7/1/2006 5:08 PM to 7/7/2006 5:08 PM
Object(s): 2 Objects included in this report

TopN Errors: 5

Topl — 10 Errors

100 —

c 5
- e
-

-Wogggfve Microsoft.MOM.UI.Console.exe 6.0.3093.0 Hungapp - 1 0%1:%2:886

Wood . 0. : 06/12/2006 06/12/2006
= TR Microsoft.MOM.UI.Console.exe 6.0.3094.0 Hungapp 1{3:36:00 1/3:3(/):00

ﬁ Reports: TopN Application crashes

1]
88 Views: Attributes View




AEM Reports

® Cost Incurred due to Errors and System crashes
O Assign cost per crash

® Error Trending report by application
O Trend of crash rate

® System crash report
O QOperating system crashes by computer



AEM - Features

2 oa
Simple configuration and deployment of functionality
Collect and transmit aggregated crash/hang data from clients
Provide help desk response options for incoming crashes
Aggregated Reports on Error data collected from clients
Alert on aggregated crash/hang data
Redirect CEIP information

Better on Windows Vista
O HTTP based secure error reporting
O Improved report extraction




Service Manager : The Power is in the Integration

. 2 £

| SELFSERVICE . COMPLIANCE ~ IT ANALYST
AND RISK




Integrated System Center CMDB

P System Center Service Manao =TT
~ols

Service Manager Configuration Management
Database (CMDB) Schema

s Common schema across System Center products

% IT assets are represented as configuration items (CIs)

vare Safvware Bamtenances

% [ncidents, change requests, and problems are represented
as work items (WIs)

Cowrpuiter hilentity

Fully gualifimd domain names (FLI0M)

UTER_ 106 dimhdor ], oom

Service Manager CMDB Features
% Create, update, and view Cls

% Create relationships among Cls, WIs,
IT professionals, and Active Directory® Domain Services
(AD DS) users

% Automatically track CI change history

% Service definition and mapping



Incident Management
Restore Service Quickly

® Accurate and Efficient
Recording

® Automation through workflows
® Integrated Experience




Change Management
Minimize errors and reduce risk

® Standard processes
O Introduce changes in IT environment
O Minimize disruption to ongoing

operations

® Efficiently create change requests
through templates
©  OO0OB Change Models
©  Easy to Configure

® Integration with CMDB, Incident,
Problem Mgmt




SYSTEM CENTER INTEGRATION



Integrated Self-Service Portal

Provision Software

Reset Passwords (FIM)
Create/view service requests
View announcements

Search/view knowledge base




Scenario: Automating End-user Software Request

Microsoft*

System Center
Service Manager

Create Packages : User Requests Manager Approves
& Programs Configure SM Software Request

Advertisement Software
Delivered Deployed

Portal




Scenario: Automating SCOM Alert = Incident

Microsoft®

System Center
Service Manager

F I

.. o —.

SERVICE ALERT INCIDENT CREATED INCIDENT INCIDENT RESOLVED INCIDENT
MONITORED GENERATED DIAGNOSED CLOSED

B ——

o A L B A /

.‘;'L:""”""""{', ' : - ‘;'12:“'"‘""“"{" i '
System Center System Center
Dperations Vianager 2007 ‘ IT Analyst / Operator Operations Manager 2007




Scenario: Automating Compliance with DCM

Microsoft*

System Center
Service Manager

CLIENT DCM INCIDENT INCIDENT CHANGE REMEDIATION
MANAGED DRIFT CREATED DIAGNOSED REQUESTED ACTION

o

‘ IT Analyst / Operator




System Center Roadmap Coming Soon S

-t

Cloud Power

1H CY10 2H CY10 1H CY11 2HCY11/1HCY12
« Sysem Center Beta RTM
JAE Beta2 RTM
Acquired opalis’6.3 Beta&RTM
RTM
a ITZ%IIQC Beta & RTM
3 2010 Beta &RTM

Beta & RTM

A
Beta & RTM



http://opalis.com/default.asp

Resources

® System Center Homepage: http://www.microsoft.com/en-
us/server-cloud/system-center/default.aspx

® Desktop Management & Security Homepage:
http://www.microsoft.com/en-us/server-
cloud/desktop/security-management.aspx
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Contact Information

Microsoft Team

O Joanne Silvestri (K12) - jsilves@microsoft.com - 215.896.9555

O Al Blocker (HED) - ablocker@microsoft.com - 301.642.2753

O Jamie Bakert (Technical Specialist) — Jamie.Bakert@microsoft.com - 416.446.0029

O Jared Wells (Consortia Account Manager) - v-jawell@microsoft.com - 701.433.4715

BELL Team

O Bryan Zatkulak - bzatkulak@belltechlogix.com - 888-989-8560, USM Institutions and
JHU Affiliates

O  Dana McNeil - dmcneil@belltechlogix.com - 877-394-7900, All K-12 Private Schools
and K-12 Public Schools M-Z

O Lisa Goolsby - Igoolsby@belltechlogix.com - 877-213-5990, Public Libraries,
Community and Private Colleges, and K-12 Public Schools A-L
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