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I WHY PRESIDIO

e Leading IT solutions provider in North America
e 7,000 middle market and government clients

» Solving for complex, multi-vendor technology

* Engineering led, local-touch model

e Services for 25% of the population at 1,300+ state and
local government entities

* Deep solutions expertise across digital infrastructure, cloud®
and security |

« Full lifecycle of services in consulting, design and
implementation, managed services and support |

» Client satisfaction, 95% staying with us year on year

o Stability and financial power of a $2.7 billion public
company (NASDAQ: PSDO)

» Passionate about driving results for our clients and
delivering an outstanding quality of service



I ENGINEERING-LED SCALE WITH LOCAL PRESENCE

« 2,800+ employees nationally * 60+ offices across the US
= 500+ account managers « 25+ engineers per office (average)
= 1,600+ engineers « 120+ clients served per office (average)

International Reach

» US clients’ operations supported in
100+ countries through our network

| PRESIDIO
OFFICES

PEOPLE PER  Owral
SQUARE MILE ‘34 | B84t

©2017 PRESIDIO, INC.



I PRESIDIO ALLIANCE ECOSYSTEM ©

COMMVAULT F:‘:‘ ZDDM
Infoblox = % VERTIV.
 Provider of integrated multi-vendor, Nvaronis “ . ,,

multi-technology solutions for our e FIVErbed
clients’ complex and mission-critical vEEam
IT needs “.1 5 ML E MC vimware

“fifamazon

“F webservices

» Solutions-focused, tailoring ol | 1] | N

and deploying an optimal mix of CITRIX CISCO. ( intel. (@

technologies from 500+ alliances

NS m NUTANI
: Pal
« On the forefront of next-generation <OFireEye 1 —>
. . . (4
technologies and disruptive market . Y_ ket Selarines
trends through our alliance network - ArC BN \licrosoft lv AALABILITY
ARBOR
o laval acrace at all kevr nartnare 00 00 reiwEees \ .
CEO-level access at all key partners < nimblesiozce  @VIPERWA U McAfee
PURE U cvyuaNCE

STORAGE splunk> ~ "®ExtraHop
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Our mission is to protect data from insider threats and cyberattacks.
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Presenter
Presentation Notes
1. Was there anything specific that jumped out at you that prompted today’s meeting?
2. How much do you know about the Varonis risk assessment?
3. What are you top 3 priorities for the year?



®)

_arge University — Real World Example #1

® Lacked the visibility into where sensitive data sat, who had access, and who was
touching it. The current tools provided little more than manual methods and

produced many false positives. There was no recourse.

® Impact: University had no insight into where employees were placing sensitive HR,
student, and patient data exposing themselves to fines, lawsuits, and

embarrassment.

N\ VARONIS
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Presenter
Presentation Notes
Fill in: Customer business issue driving data security plan


®)

_arge Hospital — Real World Example #2

@ |Lacked insight into environment and who was doing what/where. Had no ongoing

monitoring of AD/File system in place.

® Example: The firm lacked visibility into where AD granted groups access to areas in
the environment like EPIC and missed a breach. Upon a trial, the firm realized they
had missed one of their own employees placing recon tools in the environment

and changing configurations without approval.

N\ VARONIS
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Presenter
Presentation Notes
Fill in: Customer business issue driving data security plan


®)

_arge Utlility — Real World Example #3

@ |Lacked the controls to stop insiders and outside attackers from misusing,
encrypting, and/or stealing data. 4 Endpoint products failed to detect 3 new

variants of Locky ransomware. 70% Global Group Access further contributed to the

problem.

® Impact: Firm was down for days at a time while teams tried to restore data. This

went on for weeks causing massive service disruption and time loss.

N\ VARONIS
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Presenter
Presentation Notes
Fill in: Customer business issue driving data security plan


®)

_.arge Law Firm - Real World Example #4

@ |Lacked true visibility into where stale data sat and a means to automatically

migrate/delete/ move to cheaper storage.

@ Example: The firm was spending approx. $1,000,000.00 more on tier 1 storage each
year and managing the entire environment in the same way. Teams were wasting
time managing unused assets and leaving low hanging fruit in the environment

that could be compromised.

N\ VARONIS

9 VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL.


Presenter
Presentation Notes
Fill in: Customer business issue driving data security plan


®)

_arge Financial Institution — Real World Example #5

® Relied on manual methods to track down business managers/data owners and
manual needed to added users to groups when new employees requested access

or personnel moved departments

® Impact: The firm was wasting valuable IT talent on mundane access requests and
ultimately resulting in overexposed access and permission creep that could be

avoided and automated.

N\ VARONIS
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Presenter
Presentation Notes
Fill in: Customer business issue driving data security plan


Why is this still an issue?



=)
It’s all about the DATA - Gartner calls it “Dark Data”

Who has access to data (files, folders, sites, & mailboxes)?

Who did what, when, where (detailed audit trail)?

Where is my sensitive data and where is exposed? (Pll, GDPR, HIPAA, PCI...)
What data is not being used or stale?

How do | ensure data is not located in unsanctioned areas?

Who owns data and how do | automate access requests?

How do we clean up the environment without impacting day to day business?

How do | detect & stop insider threats, ransomware, data exfiltration and beyond?

12 VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL.


Presenter
Presentation Notes
[TEASE THE PROMISED LAND]

Data security is hard to achieve at scale by gluing together disparate tools, by relying on native auditing and by feeding raw logs into multiple point solutions.

Forrester calls this “expense in depth” and their research shows that simply spending more money on individual security tools doesn’t correlate with better data security.


®)

Discovery Timeline for Data Breaches

Seconds

Minutes

Hours

5%

Days 5%

Weeks 21%

Months 49%

Years 21%

N\ vARONIS

VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL. Source: Verizon 2016 Data Breach Investigations Report


Presenter
Presentation Notes
We have to get better at detecting insider threats.

This comes from the 2016 Verizon DBIR and it shows how long it takes, on average, to detect a data breach.

Both seconds and minutes down to zero. It’s such a rare occurrence for businesses to be able to detect threats in real-time.

A total of about 10% of breaches are detected within hours or days.

Where we start to see the larger volume is within weeks. About 21%.

But the bulk of data breaches are discovered within months or years. So about 70% of insider threats take months AT BEST to detect. Which is quite worrying because insiders can do lots and lots of damage within mere minutes.

And when you start measuring in years, as in the Sony pictures attack, then you’re talking about series long-term damage.





=
Expense in Depth

THE OLD WAY
Fragmented tools Raw log files
Reactive threat defense Native auditing
Manually tagging Lack of context

sensitive data

Rule-based alerts
Manual permissions
reports Yearly clean-ups

VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL.


Presenter
Presentation Notes
[TEASE THE PROMISED LAND]

Data security is hard to achieve at scale by gluing together disparate tools, by relying on native auditing and by feeding raw logs into multiple point solutions.

Forrester calls this “expense in depth” and their research shows that simply spending more money on individual security tools doesn’t correlate with better data security.


' - What if there was a way?


Presenter
Presentation Notes
So what can we do about it?


Varonis
@ Started operations in 2005 Varonis works across
® VRNS on Nasdaq the whole
organization. It works

® 5,700+ customers globally (July 2017) with our

@ Software that protects data from insider threats and infrastructure, our
cyberattacks Active Directory, it
works with all the
hardware and
software we have.

The Boston Globe IING 40

'S
| 0.S.ARMY |

-- Wade Sendall, VP of IT, The Boston Globe

SN

v MoMA EMC # Nasdaqg

TOYOTA
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Presenter
Presentation Notes
[FEATURES AS MAGIC GIFTS + SOCIAL PROOF]

And that’s exactly what we’ve built over the past 10+ years:

A data security platform engineered from the ground up to allow you to manage and protect your most sensitive data, no matter where it's stored. 

A single product suite to protect data on file shares, NAS, in Exchange, SharePoint, UNIX, Office 365 and beyond.

Our platform continuously maps your environment and monitors your files, emails, and Active Directory. With over 60 threat models, we help you quickly detect and respond to attacks across the entire cyber kill chain.

Varonis uses security analytics to safely reduce risk without disrupting users, making sure that data is only open to those who need it. 

We automate tasks you sometimes couldn’t even do manually if you wanted to, and ensure that the controls you put in place stay in place.





What the Market Research says about Varonis

O “Varonis is the market-share leader with G t
over 3,500 customers” Gartner 2015 ar nel‘;
(Added over 1,800 customers since this report..)

LESU] Deloitte.
O In 2014, file analysis market size was ~ $150 million. Varonis c DM c D M 2015 Tochnology Past 300"

captured the vast majority with $101 million in revenue. (rest of GLOBAL
the market split among 25 bit players) Hmtmmu'r ~ ,f‘f?’.'..'"‘.'f‘?'f‘:'.‘?"., ll'-‘-!l-l-!m:l
*****
ekl Software Product of the Year, 2015 Ccomputing N\ VARONIS & Computing %
J ’ Security ./ ¥ Security .’

&
WINNER Auditing / Reporting Solution of the Year WINNER

N
]

v . . :

b~ ) Security Project of the Year - Private Sector g
=t Awards /2’ Awards =

EY Varonis CEO named Entrepreneur of the Year (NYC, tech Industry, 2012)

Iﬂ'“ Crowned Data+ Editors Award for Mastering Data Security with Loyola Univ. (2015)
COMPUTERWORLD

Bloor “Varonis is the clear market leader in unstructured data governance”
NN vaARONIS
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Varonis protects many leading federal agencies

» Certificate of Networthiness granted by the US Army

QMaas..

5 3 T
4% Common Criteria

“Varonis is on an extremely short list of companies that supply products | wouldn’t
be without in any major executive role in any public company, three-letter agency,
government office, or IT firm.”

e Achieved Common Criteria EAL2+

- Rob Enderle, President, The Enderle Group

©NITAAC

|
r\r\r\ N ETC ENTS 2 OMB Authorized GWACs for IT Acquisition

"NetOps. cocecs

\\ \\ T COMMODITY SOLUTIONS GWAC

NN vVARONIS
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Presenter
Presentation Notes
[TEASE THE PROMISED LAND]

Instead of chasing threats, they monitor and protect their data. 

Once you operate with the assumption that the threat is already inside you can make much smarter data security decisions.

Risk mitigation is about knowing where your most important information is at all times. Ensuring only the right people have access to the right data, access is monitored, and suspicious behavior is flagged.

And the most mature organizations have controls in place to keep data protected without repeatedly doing one big cleanup project after another.



A

@

. Topology
] Office365 ...
q 4 E
File_Sgrver : — ] 8
(Win/*nix/NAS) L E MS-SQL
A Varonis Collectors

SharePoint E E

Varonis Probe/ Varonis Data Security
Aggregator Platform Server (IDU)

<
<

Exchange/Emaill E

:| Varonis Collectors

A

Active Directory/
LDAP/NIS



Presenter
Presentation Notes
Varonis collects user access activity non intrusively from file servers, SP, Exchange, & unix/linux using an agent. This information is then pulled or sent to the Varonis collectors which processes (package) the information which is then sent to SQL on the back end where Varonis performs statistical analysis.



Platforms Not Tools

21

Data
Classification

%

Least Privilege

S

VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL.

THE NEW WAY

v

Cyber Threat
Detection

D

Active Directory
Monitoring

v=
v =
v =

File & Email
HeSrg

Data Access
Governance

lak

User Behavior
Analytics

a

Automatic
Quarantining
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Presenter
Presentation Notes
Instead, Forrester recommends moving from point products to a unified data security platform that includes things like data classification, threat detection, user behavior analytics, data access governance, and more under a single roof.



\\ VARONIS Global Group Access

47% or 115k uesrs that are stale but
@ Giobal Group Access @ OK enabled

58%

of all users
: more than half of the entire have on-
USNSH-I-FS101 environment exXpiring permissioned directly

passwords
54%

of folders on this server have Global 5 ext_dir_wi"is_cnm

- 97% 93%

of users have non- of users are stale

]
[— e
==

0.21% of 17k folders with users

Group Access

of folders on this se ave Global

:Ht%ﬁidh <..'-' o

expiring passwords

Group A

AT AN, - L
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DETECT

Implement detective
controls for file systems
r=1ale WAND

Map and monitor
preventive controls
Track Key Risk Indicators
Alert and respond to
threats

Operational Phases
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Where is your Sensitive Data, Where is Exposed?

(4] ¥} % work Area: Domain Users

D 0
Org. units: | All domains and local hosts ~ || Resources: | All resources ;I
Lock for:  |domain users Look For: Search I
Arranged By Neme Directory | File System Perm E i | Total Hit Count ... | Classification Results
#H 52 : Domain Users (com local) = ﬁﬁ copfs02b =
=+ =8 C: 28870 American Express (W1625), AU Privacy Act (0/5),California SB-1386 (0/1128),CH Personal
- @ share F MR W X L Inherited from "Everyone (Abstract)” 28870 American Express (V1625),AU Privacy Act (W5),California SB-1286 (0/1128),CH F'erson-al]
Display the contents of analyzed files and view the snippets that match the spec: —r—
The classification analysis displayed here may differ from that of the Work Area e 5
or & dictionary used by the classification rule has been changed - &8 B4 249 American Express (0/4) California SB-1386 (16/16),GLEA (Gramm-Leach Bliley Act) (1611
—Rel Rules - . EB4Released-Applications 0
[+ #7 BBE-Project a2 MasterCard (/5),PCl Data Security Standards (PCI-D5S) (0/16) Visa (V11)
Rule Patent:136 hit(s) in 2 condition(s) o En A BI 0
Rule MasterCard:2 hit{s) in 1 condition(s) - B Corporate Finances 2272 American Express (V24) AU Privacy Act (0/5),CH Personal Data Protection (0/8),CM PIPE
Rule Wisa:1 hit(s) in 1 condition(s) B psia 275 American Express (3/3) MasterCard (2/2),Patent (262/262),PC| Data Security Standards (P
9 pustralia 5 AU Privacy Act (5/5)
4 | | ﬂ B Bz 273 American Express (3/3),DE Personal Data Protection (1/1), MasterCard (2/2), Patent (262/21
T 9 Canada 285 American Express (3/3),CN PIPEDA (17/17),MasterCard (2/2) Patent (262/262),PC| Data S
o] c o ision. 26.03.06 finpdf t -9 France 250 American Express (3/3).CH Personal Data Protection (6/6) FF. Personal Data Protection (8
File type: pdf - @l Gemany 251 American Express (3/3),DE Personal Data Protection (19/1%) MasterCard (2/2), Patent (262
Laatimdsined e e 0T Bl A 09 Latin America 280 American Express (3/2).ES Personal Data Protection (8/8) MasterCard (2/2) Patent (262/2¢
Easl SRR R =\ B8 Russia 274 American Express (3/3),MasterCard (2/2), Patent (262/262),PC| Data Security Standards (F
South Africa [ SA Personal Data Protection (6/6) —
Sweden 7 SE Personal Data Protection (7/7)
Switzerdand 2 CH Personal Data Protection (2/2)
— — LIK 280 American Express (3/3) MasterCard (2/2) Patent (262/262) PC| Data Security Standards (F
D Text ‘ B CONTRACTOR (SUPERVISION) 26 03 06 FIN PDF 131 American Express (3/3).Patent (126/126) Visa (2/2) I
Ll 0 ¥ Show enly relevant snippets B Contractor . Supenvision. 26.03.06 fin pdf 47 MasterCard (2/2) Patent (136/136).PCI Dats Security Standards (PCI-DSS) (212) visa (171)
B T e R B ukinfo £ 8 UK Dats Protection Act (3/8)
s Maiden name: Hamis 3 - ®» databases M R W X L Inherited from "Everyone (&bstract)” 255 American Express (v44), California SB-1386 (0V8), GLBA (Gramm-Leach Eliley Act) (0/8).F
iy Sbe. SR lveas o) & B8 DataSharel E M B WX L Inherited from "Authenticated Users (Abstract)” 5 HIPAA (5/5)
Expires: 5/2016 [ 95 American Express (0V12) MasterCard (V15),PCI Data Security Standards (PCI-DSS) (v47)
gg;?ﬂﬂgﬂ?_m? =- B pw F M R W X L Inherited from "Everyone (Abstract)” 0
(Occupation: Home health aide [j--P # Embd-Enginesring 34 DE Personal Data Protection (16/16) HIPAA (18/18)
sting Testing Testing Testing Testing Testing Testing Testing B BD ERP-Arc 2 DE Persioal Dlafa Protection (15¢15); HIEAY ()
Testing Testing Testing Testing Testing Testing Testing Testing Testing Testing - ® finance 10339 American Express (24/1160) California SB-1386 (8/552).DE Personal Data Protection {1/1)
Testing Testing Testing Testing Testing Testing Testing Testing Testing Testing B X R X X
- 38 Fondue 219 American Express (V22),California SB-1386 (0/4), GLBA (Gramm-Leach Bliley Act) (0/4).M
#régtit:ggzll':gt:ﬂognjroeitm;?éﬁingTestingTestingTestingTestingTestingTesting it B o SRR Iobecited frorm TEvervooe AFbstandr L Mot Bl b AU
Testing Testing Testing Testing Testing Testing Testing Testing Testing Testing - #3 HR BE2 American Express (V2), California SB-1386 (10V64), DE Personal Data Protection (2/2),GLE
| Testing Testing Testing Testin... LI = B8 HRAchive DTE o _f:_l
In this Example, Domain Users have access to the Folders that are . This group should be removed as it presents .

additional RISK as ANY User can access this data which in some cases includes HIPAA and other Personal Identifiable
information. \\ VA R O ﬂ l S




f--gw«kxea | 43 Statistics I-J‘-tﬂg | £ Reports | 19 Alerts
[ [ e 0 [ [ D

’sm W View - | S Filters ~ | 2/l Arrange By ~

[dl[B] & work Area: Domain Users

Any User at [Customer] has
access to the Creative folder and
the folders below it.
Unreleased designs of [Customer]
apparel are stored here and we
recommend locking this down to
only the Users that require access
which will greatly reduce Risk of
data theft/leakage.

Org. units: | All domains and local hosts Resources: | Al resources LI
Lookfor: [domain users Lock For: Search |
Arranged By:Name | Directory | File System Permissions | Explanations | Tatal Hit Cound
ERES) i Domain Users {comp local) L = i_ﬂ copfs02b
J = =-#9 28870
= Bg"j shars F M R W X L Inherited from "Everyone (Abstract)” 28870
- ®9 apps 0
w08 4 243
=- B4Released-Applications 2
- #9 BBB-Project 32
=-FaH BI 0
-9 Comorate Finances 2272
= databases MR W XL Inherited from “Everyone (Abstract)” 255 \
G- § BADBLOCKS 0
N ) copGCR 0
E2] DOK 0
- Dw 0
- DW Backup ]
) HELPDESK 0
# HR 0
=) MFG Shared Files o
£ oLD 0
7} Cracle 255
E RamDOS 0
#-#9 RamMihul 0 /
- 9 DataSharel PR Inherited from “Authenticated Users (Abstract])” 2,
@09 dsr 95
=- B pw F M R W X L Inherited from “Everyone (Abstract)” 0
-] # Embd-Engineering M
- ®9 ERP-Anc 24
- ®o gl finance 10339
#-E8 Fondue 213
- B8 groups R W x L Inherited from "Everyone (Abstract)” 17
- ®5 HR 562
&9 HRArchive-DTE 0
I.I— " - ®0 HR-Private 44
2, Existing Users and Groups D '-;\ e 301_
8 e i ._>|;,..E;;, legal 12785

4]

American Express (144) California SB-1386 (V8).GLBA (Gramm-Leach Bliley Act) (W8). HIPAL PHI

HIPAA (5/5)
American Express (0/12), MasterCard (W19),PCI Data Security Standards (PCI-DSS) (0v47) Visa (017

DE Perscnal Data Protection (16/16), HIPAA (18/18)

DE Personal Data Protection {15/15), HIPAA (5/9)

American Express (24/1160) California SB-1386 (8/552),0E Personal Data Protection (1/1),GLBA (G
American Express (0/22) California SB-1386 (0/4), GLBA (Gramm-Leach Bliley Act) (v4) MA 201 CM
Media file types (V17)

American Express (/2), California SB-1386 (10/64),DE Personal Data Protection (2/2) GLBA (Gramm

American Express (/8), California SB-1386 (0/2), GLBA (Gramm-Leach Bliley Act) (IV2) HIPAL PHI O

American Express (/32) California SB-1386 (V16),DE Personal Data Protection (V2) GLBA (Gramm

American Express (0M102),California SB-1386 (0V42€) Confidential (0/92), GLBA (Gramm-Leach Bliley =
r |

Prioritize

High Risk Folders




Existing Users and Groups
B Reload T View - |

- Filters = ;ﬂ, Arrange By -

4) Statistics | | Log =dReports | 17 Alerts

| ' Directories

BB\
2 o @ @ e

i
o

&
=
&
&

Org. units: | All domains and local hosts ~ ||| Resources: | All resources j
Look for: Look For: [ Search |
Arranged By:Name | File System Permissions | Directory

| File System Permissicns

| Explanations

| Total Hit Count ... | Classification Results

Work Area: Ciishare\ERP-Arclc...

David Hightower {com Jocal) RoW X L =-H§ compfsib
Domain Admins {comp Jocal) FMR WX L d El? £ 28870 American Express (0/16258).4U Privacy Act (0/8),California SB-1386 (01128).CHF
ERP_Invoices (comp local) R KL = E‘.‘:J share 28870 American Express (0/1628) AU Privacy Act (0/5),Califernia SB-1386 (01128).CH P
ERP_PO (corp local) M R W X L - ®3 apps 0
Lisa Clasen {com local) R L L B B4 249 American Express (0/4),California SB-1386 (16/16). GLEA (Gramm-Leach Bliley Ac
sec_|T-ERP {comp Jocal) R w X L & B4Released-Applications 0
2 Aimee Blomkalns {com local) - #5 BBB-Project . . .
&, Andy Welch {com Jocal) = ®H Bl Child directory ACL is inconsistent There are EXCGSSIVe Per‘m ISSIONS
Candace Miner {comp local) B~ Corporate Finances . .
e b v applied to the ERP-Arc folder. This
Chrissy Vanlandingham {com local) B BADBLOCKS . L
e T folder Contains Sensitive data such
e ek it as HIPAA and PIl. Permissions need
{1l Don Zittercopf {corp local) B 3 DW i .
Duane Hocker {com Jocal) -9 DW Backup to be reV| ewed an d al | g n ed
Harry Lampkin {corp local - HELPDESK .
B s, =8 R properly to greatly reduce the Risk
Joseph Shisler {com local) - MFG Shared Files
== WG of data theft\leakage.
Pamela Cousins {zom local) - Oracle 255 Fmerican Express (W224) Lalfornia SB-1386 (0/8), GLEA [Gramm-Leach Bliley Act
ULl Robert Stepp {comp local) - RamDOS5 0
sec_|T-HD {com Jocal) M R W X L S BE-#0 RamMihul 0
sec_|T-System (comp local) MR MW XL S - ®9 DataShars1 5 HIPAA (5/5)
- 2, Aimee Blomkalns {com Jocal) - dsr 95 American Express (V12) MasterCard (0/15),PC| Data Security Standards (PCI-DSS
- 2 Andy Welch (com Jocal) - #9 pw 0
Anne Lampkin {corp local) -I-P ¥ Cmbd-E 34 DEE. | Diats Protection {15161 HIPAA (18/187 y
Benjamin Hastings {comp local) - B0 L ERP-Arc 24 DE Personal Data Protection (15/15) HIPAA (3/5) J
Bill Whitley {comp Jocal) =08 finance 10339 American Express (24/1160),California SB-1386 (8/552), DE Perscnal Data Protectit
EBrenda Elliston {com local) B Fondue 219 American Express (0/22) California SB-1386 (0/4), GLBA (Gramm-Leach Bliley Act)
Candace Miner (corp local) B #9 groups 17 Media file types (I/17)
[l Candace Triggs (corp Jocal) B-#3 HR BE2 American Express (0/2).California SB-1386 (10/64),DE Personal Data Protection (2
Carolyn Levy (comp local) = - HRArchive-DTE 0
!: yal J - #5 HR-Private 44 American Express (0/8).California SB-1386 (0/2). GLBA {Gramm-Leach Bliley Act)
- ®5 HumanResources 301 American Express (0¥32) California SB-1386 (0/16),DE Personal Data Protection (0
== legal 12785 American Express (0/102) California SB-1386 (0/426),Confidential (0/52) GLBA (Gr

Discover & Review Permissions to Critical Folders




Prioritize & Lockdown Sensitive Data

Recommendations
Resources: fileservar0l Look for:
Directory Permissions Size Sensitive Data aae
DSR FMRWXL 254 GB _ " i Domain Admins
B Finance RWL 1.2TB 4 JFAmerican EXO ) © gk 1T _System
Engineering 349 GB y . '. i it Group_Finance
B Legal FMRWXL 235 GB Visa (35), US SSN (2C & Kevin Malone (CORP)
Heketg 2o ee | Visa (118), SOX (507
Medical RWXL 15GB ‘ ."'_-_‘,w.’lsa (10), HIPAdE y M P Bpesy JOORE)
Memecached 2 GB T - _. ¢a Dwight Schrute (CORP)
Bl Mergers RWXL 52 MB . . . L Oscar Martinez (CORP)
PRS 22 KB W ! 4 Stanley Hudson (CORP)
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“\ DatAdvantage - [Resource: corpfs02b] 3 P .

File

| &2, Work Area

Existing Users and Groups
gﬁzlnad & View - | 5 Filters - | 811 Arrange By -

4y statistics  |Log =@ Reports 1) Alerts

| @ Directories

[8 Reload | & view - < Fiters -

3 databases
! DataShare1

P Embd-Engineering
¥ ERP-Arc
13

] finance
Fondue

™
#9 groups
¥

Permission Sources

— =1

,il = Work Area: Domain Computers

Inherited from|

Org. mmi-__[ml domains and local hosts Resources: | All resources (i Group: Domain c'ompu ters (corp.docal)
Look for: I Lock For: I | Search I - -
Arranged By-Mame | File System Permissions Directory | File Systemn Permissions | Explanations | [older [corpfs02b] C:Ashare\HR-Private
| Adminigtrator (com local) &= ii compfslzh Current effective permissions: RXL
Diomain Admins (com local) = =-Ea C: ) .
T S : Recommended effective permissions:
i Domain Computers {comp Jocal) L == F9 share F M R W X E Inherited from| E RXL
HR-Private {com Jocal) # apps Missing permission required by events: | n/A
sec_|T-System {com local) Bs B4 e e =
U9 B4Released-Applications SEEmSSIgenScLRes)
# BEB-Project =
H & =
“8 Corporate Finances
Folder Group / User Current Permissions Current Flags Recommended Permissions

Inherited from| Chshare\HR-Private

: Domain Compute : RXL

This folder, subfo

RXL

Inherited from|

E.—

Inherited from "Everyone [Sbstract)

TiEdTs file types (07 17]

Letters of change
Mew Employees for options

-~ 8 Open Positions files
-8 Open Positions in Budget
= En Options

T Pressntations

-0 Proposals
-0 FRS

[ — O — i — e — A — Y — |

v,

In this Example, Domain Computers have

permission to the Folders that are

. This group should be removed as

HR American Express (W2).California SB-1386 (10/64).DE Perscnal Data Protection (2/2).GL
"8 HRArchive-DTE 0
i HR-Private R i Inherited from “Domain Computers (corp.local)”™ 44 \ American Express (V8),California SB-1386 (Iv2), GLBA (Gramm-Leach Bliley Act) (W2),F
snapmimor_no_access_to_this_tmp_dir_ 57 25525 11210... R X L Inherited from "Domain Computers (corp.local]” 0
snapmimor_no_access_to_this_tmp_dir__66_857433%_112 R i Inherited from "Domain Computers (corp.local)” 0
Contract tamlate 44 American Express (W8).California SB-1386 (0/2). GLBA (Gramm-Leach Bliley Act) (0V2).F

lerican Express (W32),California SE-1286 (V16),DE Personal Data Protection (0V2),GL

3

lerican Express (W102),California SB-1386 (W426), Confidential (0/92), GLBA (Gramm- v|

it presents additional RISK as ANY Computer can potentially access this data. If something/someone (Malware,
Ransomware, or a Bad actor) were able to run as the System account from any Computer/Server, this data will be
accessible.

Spot & Remove High Risk or Problematic Permissions




De od A o 0 Dire orie Reco ended = and oup
% Reload | *% Fix Directory Errors | i) Export [ Reload | & view ~ =7 Filters ~ B Reload | W view v Flters ~ | 2]l Arange By - | [ Edit Columns |
User/Computer & Resources: | All resources j 2 Account Management ~
= . Access Path = = - :
: Look Faor: | Search | Org. units: | All domains and local hosts A
File Server | Access Pa.. ~ |User/Com.. = | Current Effect.. | Recommended|| Directory | File System P = E o | S
@ Alice Tanner (corp.local) (20) h F‘J"i:i F:.orpstZb =1 arranged By:Name | File System Permissions
==-8 C o & [ Admiristator... F M R W X L
1= Darren Parker (corp.local) (18) =E-F) share - ini

- #9 apps -3 B4 Everyore{fbs.. F M R W X L

- B4

| B4Released-Applications
£l # BEB-Project
& ®aH B

@ Fred Phelps (corplocal) (15)

|2 Melissa Cooley (corp.local) (83)

Child directory ACLis i

Melissa Donovan (corp.ocal) (64

5
e

5

[E

- Corporate Finances
- #7 databases
- #5 DataShare1
B0 dar

- ®a DwW
E}'P # Embd-Engineering
Bl #5 ERP-Arc
- finance

Eel- Fondue

- #9 groups

- #3 HR

-0 HRArchive-DTE
B9 HR-Private

[
E
E
5
[

t- # HumanResources

SIMULATE the removal of the \
Everyone group. The list of users on

the left have been accessing the o Bk
Legal folder via this group and willbe | P " ke

t

H- o legal Unigueness changed
H- #0H Market Child directory ACL is inconsistent

. - #5 Mobile
adversely affected if we make a & ®H OEM Sales Child directory ACL is inconsistent
change. A new group needs to be Efailn o
created, affected users added, and | [ ™
aligned to the IT folder. 9 Release Verson
! - - #H Research Child directory ACL is inconsistent =
| ! Expected Access Errors I | _.,—I [

Model & Simulate Permission Changes




General Source File Scope

5 Folder 5
SHreE TeEEr HeapE Select the files you want to copy from the defined source folders to the selected destination (select the folders themselves on the Source Folder Scope page).

Source File Scope Copy content

Delete Source Content All files

Folder Structure @) Only the following files:

Destination File Scope

Collision Behavior
Mew Group - New Filter Remove Selected - Reset @_Impnrt,.’Expurt Filter -

Sandboxing
[T All of (AND):
Scheduling
[T Classification results
Surnmary
[ Rule names Contained in IGDF‘H Hungary, GDPR Porugal, GDPR Czech, GDPR Romania, GDFPR Greecej
and
[T Hit count (on selected rules) Greater than |1}

Quarantine files based on Classification rules




X

Set filters to define the folders to be moved from the source to the destination (select the actual content to be moved on the Source File Scope page).

zeneral Source Folder Scope

Source Folder Scope

Source File Scope
¥ New Group - # New Filter Remove Selected . - Reset @Impnrthxpnrt Filter -

Delete Source Content

[T All of (AND):
Folder Structure
[~ Anyof (OR):
Destination
[T Access path (corpfs02b) Egusls [ share*finance J QF Search in child objects

Collision Behavior or
Sandboxing [ Access path Equsls C:\share\HR || @F Searchin chid objects
Scheduli o
chedulin

? [T Access path Egquals C:'sharelegal J QF Search in child objects
Summary

Click the Calculate Scope button to view the list of folders matching the defined scope.

Configure one time migrations or mirror rules




Rules Rules

Commit Create, edit and view all pending, running and historical rules

G .
o LA A editRule T4 Clone Rule ¥ B calculate P @

Permission Mapping

| Search by rule name / | Last run time: Start | Select a date E End | Select a date E 'M'
Rule Name Type Status Progress (%) Last Run Schedule
Department Archival Rule Regular Ready to run Mo Schedule

Media File Removal Regular Ready to run Mo Schedule
Replication of Sales Data Mirror Ready to run Mo Schedule

HR Historical Record Archive Rule Regular Ready to run 4/13/2017 10:52 PM | No Schedule

GDPR Quarantine Regular Ready to run Mo Schedule

Create custom rules with Varonis data




Complete Audit Trail of User Activity

Dashboards Analytics

W Events 04/11/201... [+]

EVENTS & Al Servers B~ | 04/11/201712:00 AM [to| 04/14/2017 11:50 PM

1) Showing only 50,000 results u:lnd_ud'mg 142,633 events)

M O 1 2 Eventson e 1 4 Folder deletion ~ O Userlocked ~ Folder permission D \C = r - Alerts with
1 U, . sensitive data -+ Alerted events events 0O out O changes » J Failed events ) high severity >
Timeline a| Event Operation: All « 04/11/2017 - 04N 472017
—— - — - ¥ - - - .

Ml seiect Columns

Is Sensitive © Event Operation | User Name {Event By) £ Event Time 2 Event Type i Object Name (Event On) z Path IsAlerted Event Sta
Yes I Changed corp.local\Beatrice Bragg 04/12/2017 7:12 AM File renamed Copy of Monthly Control-as of Q1 06- 27.3 06.xls CsharesMarket\Budget\Monthly Controll Success
Yes I Accessed corp.local\Margaret Coakley 04112/2017 3:39 AM File opened ES12_2005_030406 WITH 2003.DOC ChshareMfinance\Controllers\Finance reports\Corporate. Success
Yes Accessed corp.local\Kevin Pryor 04/12/2017 312 AM File opened Copy of DOK Projects Overview template.ppt Chshare\Market\Customer Program Management\Proje... Success

Yes Accessad corp.local\Eric Adler 0471272017 2:4T7 AM File opened FEBRUARY CREDIT LIST WITH THE WAFER CALCULATION 150, Cishare\finance\Economics\Costing\2 - Inventory Repor.. Success

Yes Added corp.local\Kevin Pryor 04/12/2017 3:12 AM File created Copy of DOK Projects Overview template ppt Chshare\Market\Customer Program Management\Proje Success
Yes Changed corp.local\Kevin Pryor 04/12/2017 3:12 AM File renamed Copy of DOK Projects Overview template ppt Chshare\Market\Customer Program Management\Proje.. Success
Yes Accessed corp.local\Melissa Cooley 04/12/2017 3:09 PM File apened February Credit List with the wafer calculation 150306.xls Chsharevfinance\Economics\Costing\2 - Inventory Repor... Success
Added corp.localhCynthia Buhler 04/12/2017 5:42 AM File created Drop Shipment 0098.xls Chshare\Mobile\Mobile Operations\Drop_Shipment\ASE.. Success
Added corp.Jocal\Cynthia Buhler 04/12/2017 5:42 AM File created Drop Shipment 0142.xls Chshare\Mobile\Mobile Operations\Drop_Shipment\ASE.. Success
Added corp.local\Cynthia Buhler 041272017 5:42 AM File created Drop Shipment 0074.xis Cshare\Mobile\Mobile Operations\Drop_Shipment\ASE.. Success
Added corp.localvCynthia Buhler 04/12/2017 5:42 AM File created Drop Shipment 0156.xls C:\share\Mobile\Mobile Operations\Drop_Shipment\ASE. Success

Accessed corp.localiLori Claude 04/12/2017 6:31 AM File opened Drop Shipment 0156.x1s CasharesMobilesMobile Operations\Drop_Shipment\ASE Success

-
o
"

R T E A N O = O .

Accessed corp.local\Melissa Denovan 0471272017 11T AM File opened Mutual NDA (Visteon Corporation)final - 29 mar 06 - clean).. Chsharedlegal\Corporate\NDA Success
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(UBA)Behavioral & Real Time Alerts/Threat models

® Abnormal Service Behavior:

Access to atypical files

® Abnormal User Behavior:

Unusual amount of access to idle
and sensitive data

® Ransomware alerted on and

stopped

® Insider threats detected and

stopped

® Real time visibility into auditing

VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL

® 66

ALERTS OVER TIME

200

150

100 |
o

Apri

TOP USERS

Marly Krushkhova
Sales engi
Al
5

® I gineer
bigail Gentian
upport

Omar Krepps
R&D

Randy Waterhouse
Product Management

Heather LelLache
Legal

Results showing Per Month @

USER PROFILE L
[:’3:;\-} Marly Krushkhova
\~ =~/ Sales Engineer I
S I
General ALERTS BY SEVERITY (1)

. Apr 29
High: 12 Alerts
Threats . o
Models (33) Medium: 18 Alerts
Low: 22 Alerts
Assets (12) +T MODELS @
Kill Chain ALERTED THREAT MODELS Q)
eeeee behavior: -
. Bilure t 55 data 3 ]
4 Flags & Tags Abnormal server behavior 12 Alerts
behavi t -
ata 4
Abnormal behavior: access to sensitive data 10 Alerts =
n tools detected T
Deletion: Multiple directory service objects 2 Alerts -
s "
Crypto intrusion activity 22 Alerts sion activity '] 9
0] T L22N Probe? 1 Mn of multiple files '| 2

See all alerts on users

See all alerts on assets See all alerts on threat models

NN vVARONIS



Alert Dashboard for Threat Detection & Investigation

Analytics

VIEWS « ALERT DASHBOARD & siserers v Lost70aps

_ @ avenrs oven rive Nerm Severry: W Hgn 8 Meum 8 Low

& Servers

Directory Services
Exchange . -
pr Ape 10 Apr 11 Apr 12 Apr1a Apr 14

SharePoint

TOP ALERTED USERS TOP ALERTED DEVICES
Disgruntled Dan (corp.local) o) ]| panec o)
Financial Analyst -~ )

Malware Molly (corp.local) Hilary-PC 3

Sales Rep

Hijacked Hilary (corp.local) D Molly-PC 5]

g Saff

Marketin,

Abusive Admin Andy (corp.local) ExchangeMBX-01 Y

T Admin

|[n]

€y
>

SYSTEM {Abstract)

TOP ALERTED ASSETS TOP ALERTED THREAT MODELS

[_ | Chshare (corpfs02bj ¥ Abnormal behavior: accumulative increase in amount of idle and sensitive data accessed

| | corp.lacal (exchange) Abnormal behavior: Unusual number of file deletions

| | corp.local (DirectoryServices) Immediate pattern detected: user actions resemble ransomware



Alert Dashboard for Threat Detection & Investigation

Dashboards Analytics

= Alert info; 4786. o

I Summary Summa ry

A ALERT O EXFILTRATION NEXT STEPS

Abnormal behavior: accumulative increase in amount of idle and sensitive data accessed

NVESTIGATE ALERT

Alerted events

RISK ASSESSMENT INSIGHTS

rted de
ke - Alerted Data
Account was not changed in the 7 days prior to the current alert .
5 No del account MORE ACTION

f Diar. B

5 71 Objects

7 A/11/2017, 2:10:00 PM
. 2017, Z10:00 Ph Additional insight
AI11/2017, 3:21:00 PM



File servers = nciou B8 addwidget | S
- Mo. Of Folders With Open Access ] % Mo. Of Sensitive Files With Open Access a - Mo. Of Sensitive Folders With Open Access 8
13% Files 55%
20% Sensitive Files With Open Access
31 Folders With Open Access 13 Sensitive Folders With Open Access
- Ma. OF Folders With Open Access (Inc. Inharited) E - Mo. Of Folders With Stale Data E - MNo. OF Folders With User ACEs E

! 84
44{}’0 3% Folders

35% Folders With User ACEs

105 Folgers With Dpen Access {Inc. Inherite) 6 Folders With Stale Data

Key Risk Indicators



Presenter
Presentation Notes
Key Risk Indicators


52, Viork Area '_ Log |£Reports | 19 Alerts | (ZPrint | ) PrintPreview |

Woview + “Fiters -+ Hstory

41

Statistics: C:\share\finance[cor...

From | Monday . Apil 10,2017 x| To | Frday . Api

: | All resources

| search |

14, ZD'I_.-’LI Search |Show: % Chart ¢ Table
=

| User Aooess| I

ol

2

| Total Hi... | Classification Results

Operation_FamilyJewels
- #3 Private-Corfidential
= FRS

.

=- iﬂ compfs0Zb
= B C 28870 American Express ((V1625).AU Privacy Act (IV5).California SB-13
¥ share 28870 American Express ((V1625),AU Privacy Act (IVE),California SB-13
- #3 apps 0
=) B4 243 American Express (V4), California SB-1386 (16/16) GLBA (Gramm
[E3) B4Released-Applications 0
- #9 BEB-Project 32 MasterCard (1V5),PCI Data Security Standards (PCI-DSS) (0/16).Y
= EaH 8 0
- Corporate Finances 2272 American Express (V24)AU Privacy Act (IVE),CH Personal Data |
[#- #7 databases 255 American Express (V44) California SB-1386 ((/8). GLBA (Gramm-
-5 DataSharel i HIPA4 (5/5)
=) dsr 95 American Express (0/12) MasterCard (0V15).PCI Data Security Stz
- ®5 DwW 0
E]-'P #° Embd-Engineering 3 DE Personal Data Protection (16/16) HIPAL (18/18)
- 5 ERP-Arc 24 DE Personal Data Protection (15/15), HIPAA (3/5)
- [ Eﬁnance 10339 American Express (24/1160).California SB-1386 (8/552).DE Persc
=) Fondue 219 American Express (V22), California SB-1386 (0/4), GLBA (Gramm- _
- #9 groups 17 Media file types (0M17) - Sl
- ®5 HR 562 American Express (0/2),California SB-1386 (10/64),DE Personal [ | Jump To.. ’ | 0.13%
2l HRArchive-DTE 0 Manage Ownership...
- [#9 HR-Private 44 American Express (0/8) California SB-1386 (0/2).GLBA [Gramm-L I Set Cwnership, .. I
[+ #° HumanResources am American Express ((W32) California SB-1386 (V16) . DE Personal [ /
- B9 legal 12785 American Express ((V102),California SB-1386 (V426), Confidential 35.08% e
- o Market 145 American Express (0/30).California SB-1386 ((/2).DE Personal D:
ET[;' ! Market_Budget American Express (V6), California SB-1386 (IV2), GLBA (Gramm-L
[T MarketLost DE Personal Data Protection (25/25) HIPAL (15/15)
i = Ann Schoenberger(corp.local)

P Marketing W Erin Manning(corp.local)
e R e s cLaa(oe . tizas Cooloy(onpiocah The Statistics area displays the users that are

W Crystal Grove(corp.local)

i Christen Greenslade(corp.local
mm 1.69-2 4% of events, 7 users
s 0.22-1.09% of events, 7 users
1 Disgruntled Dan{corp.local)

accessing a directory tree. Data owners can then
be assigned and managed right within the Ul

DE Personal Data Protection (0/2), Maste 5/5),PCl Data Sec

ME Pareanzl Niats Brogection (IR HIBAA (71317

%, Users and Groups

Represents the distribution of events per user gn the specified directory

[~ Directories

ldentify and Manage Folder Owners




Extending 1AM with Varonis

Micros

A&ive Directory

e File Servers

N\ VARONIS | |
B> SharePoint

] Office 365

1AM

X f Applications




Eliminate Global Access

Perm Simulation Results
Look
Users impacted:
Eve

Allen Carey (CORP)

Angela Martin (CORP)
Erin Hannon (CORP)

Pam Beesly (CORP)

VARONIS SYSTEMS

lesources: fileserverdl
Directory

DSR

— -
B Finance

Commit

Directory

Everyone (Abstract)
Legal (CORP)

¢) Immediate
Schedule on: /7

Permissions Size Sensitive Data
254 GB
R 1.2TB

Permissions
Protection added to G:\Share\legal

Add RXL for Legal (CORP) to C:\Share\legal

Cancel

Warning!

Erin Hannon will lose
access to data she’s
been using!

N\ vAaRONIS


Presenter
Presentation Notes
Applying global access to the company’s holiday party photos is probably okay, but in the vast majority of cases, we should avoid global access like the plague.

I’ve seen global access applied to folders with millions of credit card numbers, socials, and more.

This problem can be very hard to remediate—you can’t just pull everyone’s access without inciting a riot.  When everyone under the sun has access, it’s very difficult to know who really needs that access.

The solution is to look at historical access activity in your audit trail to determine who has been accessing data exclusively via global access groups.

Our DatAdvantage product shows you which information is globally accessible and who has actually been accessing it. From there you can apply tighter permissions and run a simulation that will tell you exactly which people will be impacted if you were to remove global access.

This capability is indispensable when doing global access remediation, lest you get a bunch of angry phone calls. ☺


Automate Entitlement Reviews

Status ; Fermission Decision and Explanation
Y

Keep Remove

% ) Keep Remove
Andrew Weirich (CORP) | NA Keep +) Remove
Andy Welch (CORP) Execute o
Anne Lampkin (CORP) Execute o

N\ vAaRONIS


Presenter
Presentation Notes
Lastly, establishing a regular cadence for reviewing access is crucial to limited damage from insiders. By automating these reviews, data owners get an email once a month or once a quarter saying, “time to perform your entitlement review!”

They click a link and see a list of users along with that handy red X from before which shows them who Varonis recommends for remove. When they’re done, they digitally sign the form and permissions changes are again made on their behalf.

This whole process is audited, so not only are you regularly ensuring that only the right people having, you can prove to auditors that you have a working process in place.


2, Work Area _JM < Reports | 1) Alerts |(ZPrint | ) Print Preview |

(B} @ statistics: corpfs02b

Drechore tatist
G Reload  Woview ~ | 57 Filters v | History From [ Monday . Aol 10,2017 x|  To [ Friday . Aodl 14,2017 x| Search  |Show: @ Chatt € Table
Resources: | Al resources ;I . S X EEL
e o [ Search I sctivity By Date| Directory Utilization | User Utilizatio e ctivity on Unmar esa
ierbrey Ticial || Glesstication Hesilts <] Back Parent directory: C:\share Top I fDDE
= #3 DwW o =l
D"P ¥ Embd-Engineering 24 DE Personal Data Protection (16/16) HIPAA (18/18)
- #0 FRP-Ac 24 DE Personal Data Protection (15/15) HIPAM {5/5) 1In subdirectories 628
[ = # finance 10339 American Express (24/1160),California SB-1386 (8/552) DE Pergc
£ 10 Fondue 219 American Exprégs (VZ2), California SB-1386 (0/4) GLEA (Gramm- databases - 0
- #9 groups 17 Media file types (IN7) ] In subdirectories 732
= #3 HR 562 American Express () California SB-1386 (10/64),DE Perscnal C
-9 HRArchive-DTE 0 | HR-Private - 3
- #° HR-Private 44 American Express (V8),CaMornia SB-1386 (IV2), GLBA (Gramm-L ﬁln subdirectories 1,130
#- #2 HumanResources 301 American Express (V32), Califsgnia SB-1386 (0/16),DE Personal C
=50 [ Jegal 12785 American Express (0/102),CalifoNa SB-1386 [0/426),Confidential Market - 15
B EaH Market 149 American Express (0/30), California 38-1286 (0V2),DE Perscnal De | In subdirectories 1,503
- #9 Market_Budget 36 American Express (V6), California SB- (0v2), GLBA (Gramm-L
- B9 MarketCost 40 DE Personal Data Protection (25/25), HIPAN(15/15) J_g_'l"" B=
3 P Marketing 0 In subdirectories 2,075
F- #5 Mobile 1126 American Express ((V175).California SB-1386 [ .GLBA (Gram Sl
= #9H OEM Sales 43 DE Personal Data Protection (30/30), HIPAL (18/18) J:l g "
Operation_FamilyJewels ] i i e
- ®3 Private-Corfidertial 0 Mobile - 3
&= PRS 34 DE Personal Data Protection (/2), MasterCard (5/5),PCI Dat; i In subdirectories 2,630
- #9 pyes 56 DE Perscnal Data Protection (35/35), HIPAA (21/21)
[+ #° Release-Version 16 American Express (V) MasterCard (V2), PCI Data Security Stanc . : BBB-Project - 5,531
- #H Research =] American Express (V2) MasterCard (0V10),PCI Data Security Star mﬁ:‘tories 1
B #3 Sales o
- ®9 SalesNY 0 |legal- 8
- ®9 smartcaps 654 DE Personal Data Protection (40/40) HIPAL (24/24) | ' | In subdirectories 10,923
""" * 1 System Volume Information V] ol
iﬁ DirectoryServices 1ﬁnan=oe g8
E!E& corp local \ : mﬂmm
= iﬁ exchange ‘
E I% Mailbox Store =
&-#4 Public Folders E¥EE GO
(= | Ty A n—— Z
4| | _>F| - ”
_&, Users and Groups Represents the number of events in each entity, including its subdirectories and special files (click a bar to view events for the child entities)
(liDissciocics

The Finance folder has been the most active folder during the assessment with almost 1 Million events. This
folder also contains Sensitive data so permissions need to be reviewed and ensure that only the proper
users/groups should have access to this data set.

Determine What High Risk Data is Active vs. Stale




Automate Disposition & Quarantining

llE

e ¢ e " g e " g g B
e B g o Be =T e =0

NAS SHAREPOINT WINDOWS OFFICE 365
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VARONIS
VARONIS _ o civie



Automatically send Group Membership or Folder Permission Reports to Owners

User or Group Permissions for Directory - Databases

Displays a list of users having permissions on the specified directories

15 results displayed

corpfs02b

corpfs02b

corpfs02b

corpfs02b

corpfs02b

corpfs02b

corpfs02b

Ci\share\databases

Cr\share\databases

C:\share\databases

Ci\share\databasss

C:\share'databases

C:\share\databases

C:\share'databases

Abstract\Everyone

corpocal\Duane Hocker

corpocal\inne Lampkin

corpocal\Christopher Overfelt

corplocal\Jeffrey Shaw

corpocal\sec_IT-HD

corpocalisec_IT-BI

MRWXL ] MRWXL

[E\.ermne

DuaneHocker MRWXLS
Annelampkin MRWXLS
ChristopherOuerfeit | MRWXLS
JeffreyShaw MRWHLS
sec_IT-HD MRWXLS
sec_IT-BI MRWXLS

MRWXLS

MRWXLS

MRWXLS

Mo change

Remove

Remove

Remove

Mo change

Mo change

American Express (0/44),California SB-1386
(0/8),GLEA {Gramm-Leach Bliley Act)
(0/8),HIPAA PHI Data - US (011),Ma 201
CMR 17 {0/8),MasterCard (0/38),PCI Data
Security Standards {PCI-DSS) (0/20),US

| Sodial Security Number (0/8)Visa (0/40) |
American Express (0/44),California SE-1386

{0/8),GLEA (Gramm-Leach Bliley Act)
(0/8),HIPAA PHI Data - US (0/11),MA 201
CMR 17 {0/8),MasterCard (0/38),PCI Data
Security Standards (PCI-DSS) (0S0),US
Social Security Number (0/8),Visa (0/40)
American Express (0/44),California SB-1386
{0/8),GLEA {Gramm-L=ach Bliley Act)
(0/8),HIPAA PHI Data - US (0/11),M4 201
CMR 17 (0/8),MasterCard {0/38),PCI Data
Security Standards (PCI-DSS) {0/80),US

| Social Security Numbsr {_GfB),\u"lsa {GJ“‘H)} |
American Express (0/44), California SB-1386

{0/8),GLEA (Gramm-Leach Bliley Act)
{0/8),HIPAA PHI Data - US {0/11),MA 201
CMR 17 (0/8),MasterCard {0/38),P Data
Security Standards (PCI-DSS) (0/20),Us

| SD_ciaI Security Number_[i_}fa),_\{ls_.a {_DH{J) |
American Express (0/44),California SB-1386

{0/8),GLBA (Gramm-Leach Bliley Act)
(0/8),HIPAA PHI Data - US (0/11),M4 201
CMR 17 (0/8),MasterCard {0/38),PCI Data
Security Standards (PCI-DSS) (0/20),US

l.SDciaISE{.urity Number (0/8)visa [Df“:lﬂl}) ol

American Express {0/44),California SE-1386
{0/8),GLBA {Gramm-L=ach Bliley Act)
{0/8),HIPAA PHI Data - US {0/11),MA 201
CMR 17 {0/8),MasterCard {0/38),PCI Data
Security Standards (PCI-DSS) (0/50),US

| Sorial Secur'rbr'_haumber [DfB),\-"ls.a [[!l_fq-ﬁ) |
American Express {0/44),California SB-1386

{0/8),GLBA (Gramm-Leach Bliley Act)
{0/8),HIPAA PHI Data - US (0f11),MA 201
CMR 17 {0/8),MasterCard {0/38),PCI Data
Security Standards {PCI-DSS) (0f20),Us

N\ VARONIS



Automated Privieged Account Review

Group Members - Domain Admins

Displays the changes in group membership for the specified groups

94 results displayed

Admins
corpocal\Domain
Admins
corplocal\Domain
Admins
corp.local\Domain
Admins
corp.local\Domain
Admins
corp.local\Domain
Admins
corp.local\Domain
Admins
corplocal\Domain
Admins

corplocal\Domain
\&dmins

corp.ocaldministrator

corp.ocalaron Joy

corp.Jocal\Jim Sheldon

: corp.localikatherine
Caudle

corpJocal\day Owens

corp.local\George
Schneider

corp.local\Jans Carey
corp.local\Art Morris

corp.local\Bill Whitley

Domain Admins

Domain Admins

Domain Admins

Domain Admins

Domain Admins

Domain Admins

Domain Admins

Domain Admins

Domain Admins
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User with Password that Never Expires
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Yes

Yes

Lastl ogonTimestamp (Member)
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Admins
corplecal\Domain
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corplocal\Domain
Admins
corp.ocal\Domain
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corp.Jocal\Domain
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| Admins
corp.local\Domain
Admins
corp.ocal\Domain
Admins
cqrp.lccal‘n,Domair&

corp.localBart Hartz

corplocal\Dorothy Stacy

| corpJocaliKaren
Williams
corp.local\Giulistta
Campbell

corp.Jocal\Harmy Lampkin

corp.ocal\Heather
Stivers
corp.localiLaursl

| Herman

corp.Jocal\Eileen Warnes

- corp.local\Frank
Helloman

rormscaliall=n Kamsn

Domain Admins
Domain Admins
Domain Admins
Domain Admins
Domain Admins
Domain Admins
Domain Admins
Domain Admins
Domain Admins

DinrmAin. Scfrmins

BartHartz

DorothyStacy

KarenWiliams

GiuliettaCampbell

HarryLampkin

HeatherStivers

LaurelHerman

EileenWarnes

FrankHclloman

All=nkamen

Liser

User

User

L b=er

No:

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

9/2/2014 10:14 PM

4122016 3:19 PM
. 11/19/2014 10:20 PM
. 4f15/2017 8:10 PM
. 4f15/2017 8:11 PM
. 11/12/2014 10:18 PM

4/20/2016 3:49 PM

11/19/2014 10:18 PM
11/19/2014 10:19 FM

4M5/2017 7233 PM
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Report on Stale Data — corpfs02b

Stale Data - Older than 2 years

Displays the estimated size of inactive directories, for archiving purposes

5299 results displayed

Sire of Folder and

subfolders (in MB)

Create
Date

This report highlights where Stale data resides.
Some data may also be Sensitive which
presents additional risk.

corpfs02b I Cr\share\groups|\GROUPS\HR\Abbey Road | sa537 ! g’:ggzsar” ?;’;g’;géfi | %’jggzrg&fi; Media file types (17/17)
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[coerSDZb - Cr\share\Fondus\dsriQa\Bug tracker - 7.602 - ?"’gfzzgsf . gfggzg:f - i*f%;fgﬂlE - Aﬁrrﬁﬁsiﬁéﬁé?%ﬁﬁfﬁﬁfiﬁéﬁgm J
N P T S TR0 g e gpes ) |
oz | QSO e s o0 | g 23E010 | 05| RO | s )

conseozs oot e T 12{2/2000 | o/18/2005 | 12202010 | e he types (1)

corpozt o n s e 12202000 | 91812005 | 120202080 | b e types 1/2)

s | S o Eby Featar = (i | 32f2i2010 | S113/2008 | 12202010 | i e types 112
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corpf02b Ci\ehare\B4\Users\Elinor - ?,:rgizg:: ig,;zg:: 3,:3,522;4 ?é:*ﬂ?;nv gﬁm (0/2),MasterCard (0f1),Patsnt
corpfsd2b €:\share\B4\Users\Elinoridropbox 4328 2,:3{22:14 g{gﬁ,’:f ?’:3’;23:14 ?Sﬁgﬁlﬁrgﬁﬁ (0/2);MastenCard (0f1),Patent
corpf=02b Cr\shars\B4\Us=rs\Elinoridropbosdstuff 4328 ?’:gizgﬂf ?{3’;25:14 3{3’;23:14 ?{";ﬁﬁgﬁ‘;@’fﬁ;ﬁ 2)MasterCard (1/1),Patent

| — ' T — - ' g,:g;;zg:qq ' i{j;:g%aﬂ' iéﬁg}éﬂjdl- i[;li gpfrs-cnal Data Protection (2/9),Sarbanes Ouwey - US

| corpfenzb Cr\share\Market\Public\Waronis - Operations] Plan 4040 117152014 . 11102013 | 11/19/2014 - DE-Perscr\aI Data Protection (2/9),Sarbanss Oxley - US

| 5.2.pdf 10:22PM | 12:47PM | 10:22PM | (9/9)
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Try it
y it yourself, 90 minutes to install

Distribution of Global Group Access
CIFS_FS_2° e
CIFS_FS_3° 7%

CIFF_F5_ 4! 20%
sp_FS.1 44%
EXCH_FS_ Y 18%

KEY FINDINGS:

GLOBAL ACCESS GROUPS

Over 1.9 million folders

bal group access

Global Group Access

uns such as Everyone.

Thess inclsde Qroues
d Users.

Dromaln Wsers., and Authentlcote
ups will alicd anyone

Globa
within an prganization {0 acCess oo
theose ACCESE controls.

o allows anyone on the

Everyone group

nebwork ACCESE.

VARONIS S
YSTEMS. PROPRIETARY & CONFIDENTIA
L

hal access e
__________ with

It was demonstrated
very quickly that this is a
product that works —

Var(?nis does what it
says it can do.

-- Ron Mark I In )
novation
Gas Strategies and IT Manager, , ’


Presenter
Presentation Notes
[EVIDENCE THAT THE STORY CAN COME TRUE]

This is the report you’ll get at the end of your free risk assessment. It’s yours to keep regardless of whether you decide to move forward with us. 

We have a sample report here that I’d love to take a minute to walk you through, and if you’re interested, we’ll set a date to get your risk assessment up and running.


NN\ VARONIS

Our mission is to protect data from insider threats and cyberattacks.

Hear what our 5,700+ customers have to say:

https://www.varonis.mmmutions O

https://Www.varonis.cCor/custornerst . e L\ A —
https://www.techvalidate.com/product-research/varonis-dat A.secl ity-platform .
https://www.techvalidate.com/ portaIsAAzhv-Qannizationsﬁum-\@tﬁronis-to-meet-qdpr

2

b / . \ . _ .\ , |
Thank You! \Q Q
Chris Prangley N | | N
cprangley@varonis.com K Q >
212-729-6593 (cell)

) NN\ VARONIS


mailto:cprangley@varonis.com
https://www.varonis.com/ransomware-solutions
https://www.varonis.com/customers/
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.techvalidate.com_product-2Dresearch_varonis-2Ddata-2Dsecurity-2Dplatform&d=DwMFaQ&c=TxO9TIZxM1NIgbR_44vEiALc2o8uaxixBRc1BtwrN08&r=Ob5gaNMRmLmaaBlr9FWr4Tax9G2IrlvMIacHc29lt28&m=fRSUT_5_MBh9UY3DnyUmqi92sYxRU_NeY2z8bvxqbyw&s=F3OxmqsoC8fBdHHlTejK5LDl_SXVFlZQsAqw7sxmzl8&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.techvalidate.com_portals_why-2Dorganizations-2Dturn-2Dto-2Dvaronis-2Dto-2Dmeet-2Dgdpr&d=DwMFaQ&c=TxO9TIZxM1NIgbR_44vEiALc2o8uaxixBRc1BtwrN08&r=Ob5gaNMRmLmaaBlr9FWr4Tax9G2IrlvMIacHc29lt28&m=fRSUT_5_MBh9UY3DnyUmqi92sYxRU_NeY2z8bvxqbyw&s=W8cb-TT8rBHgd1tdSjvO2bcrK4aXfHZxtUwo1RmYx14&e=
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